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Abstract 

 

The global lockdown occasioned by the outbreak of 

the Covid-19 pandemic led to the closure of schools in 

most nations of the world. This also led to global 

increase in the demand for online (e-learning) learning 

at all levels of education, including developing 

countries. While there are several identified benefits of 

online learning, there are also potential risks associated 

with its usage. More at risk of online learning are 

children and young people (Minors). Caution is 

therefore required to be taken while introducing this 

category of students to online learning amidst greater 

emphasis and demand for online learning in the new 

normal dispensation. The purpose of this study is to 

create awareness on the potential risks associated with 

studying online, especially for young students in 

developing countries; and also to identify the various 

precautions that could be employed to minimise these 

risks. The study was carried out using the Narrative 

Review methodology. Relevant literatures that focused 

on potential online risks and the necessary safety 

measures and precautions required for students to 

safely study online were reviewed. Based on the 

findings, the study recommends among others, that 

asynchronous learning should be more emphasizes 

than synchronous learning for children and young 

people using the internet for e-learning purpose. This 

and other similar measures will enhance the safety of 

our students while studying online especially as the 

demand for online education is on the increase.      
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Introduction 

 

The global lockdown occasioned by the outbreak of the Covid-19 

pandemic between 2020 and 2021 led to the closure of schools in 

most nations of the world (Zakuan & Saian, 2022; Siyam & Hussain, 

2021). This also led to global increase in the demand for online 

learning (e-learning)at all levels of education, with many nations, 

institutions, parents and individuals switching to online education (e-

learning) as an alternative to sustain educational activities while the 

lockdown last (Adelekun, 2020; Edwards, 2021; Siyam & Hussain, 2021; 

Mitra, 2020).  

 

While there are several identified benefits of e-learning, there are also 

potential risks for users of the internet (Siyam & Hussain, 2021; Mitra, 

2020; Alqahtani, 2016; Moreno et al., 2013; Chen, & He, 2013).The 

increase in online learning due to the covid-19 pandemic also 

increased the incidences of cybercrimes (Zakuan & Saian, 2022; Mitra, 

2020; Ahmad, 2020). According to Mitra (2020), the incidences of 

“online child abuse and attempts to access them in countries such as 

the US, United Kingdom, Spain, Australia, Denmark, and the 

Philippines, have reportedly doubled or tripled since the coronavirus 

pandemic and resultant global lockdown”.  

 

In developed countries, e-learning is more entrenched with high 

digital literacy even among adolescents and with access to variety of 

websites for online safety lessons and advices Alqahtani (2016). 

Comparing digital literacy skills between students from the Gulf States 

with their counterparts from United Kingdom (U.K), Alqahtani (2016) 

observe that students from U.K are digitally more skilfully and have 

access to several online safety lessons than their counterparts from the 

Gulf States. He argues that this may help them to stay safer while using 

the Internet. Mascheroni and Ólafsson (2014) also observed that older 

users of the Internet are more skilful and resilient in overcoming attacks 

than new users. It can therefore be inferred that students from 

developing countries like Nigeria with lower digital skills and 

inadequate ICT infrastructure may even be more prone to 

cybercrimes. Sharing a similar view, Mitra (2020) posits that children 

from low income homes and from less educated communities are 

among the most vulnerable to cyber-attacks. Those who are 

vulnerable offline because of psychological problems or social 
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 characteristics find online risks more harmful (Livingstone et al., 2012) 

as cited in Mascheroni and Ólafsson (2014). 

 

Since the outbreak of the Covid-19 pandemic and its resultant impact 

on education, several studies have been carried out on the subject of 

e-learning from different perspectives, but studies on the threats and 

safety of online users in developing countries are scarce. This study 

was carried out, mainly, to create this awareness by bringing to the 

fore some of the potential dangers associated with the use of the 

internet for educational purposes especially for children and young 

people. The study also suggests some safety and precautionary 

measures identified from reviewed literatures that are useful in 

minimizing online dangers. 

 

Shillair et al. (2015) as cited in Mark and Nguyen (2017) posits that 

while Internet safety messages and warnings have become prevalent 

in the media, and serve as reminders of the online dangers that exist, 

not as much attention has been paid to the actual steps people 

should take to protect themselves and others in from such dangers. 

Chen andHe (2013) observe that e-learning developers give more 

attention to the course content than to security concerns of using it, 

and on the other hand users are eager to use the new technology 

without paying attention to security issues that might arise from it.  

 

Consequently, it is important that government, parents, teachers and 

other stakeholders should critically consider online safety measures 

among other requirements before adopting or commencing e-

learning for young people in this clime. This will help minimize online 

risks and maximize the benefits of online usage.  

 

Methodology 

 

This study was carried out using the narrative review research 

methodology. The reviews of literatures were done by searching for 

relevant scholarly articles, including journals, abstracts and published 

reports. Google Scholar and Google search engines were used to 

search for relevant articles for this study. Some of terms used to search 

for articles for this study include: Scholarly articles on online threats for 

kids and young people, scholarly articles on cyber-attacks threats on 

children and young people, e-learning and online risks, scholarly 

articles on cyber-bulling, impact of cyber-attacks on children and 

young people, Covid-19 and cyber-attacks on online learners, online 

safety measures for children and young people using the Internet, 

precautionary safety measures from cyber-attacks, and among 

others. Finally, a total of 105 articles were accessed from the search 

results with 25 of them analysed.      
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 Terminologies used in the Study 

 

Several words or terminologies are often used interchangeably 

(synonyms) in computing technologies. Some terms used 

interchangeably as synonyms in this study are hereby presented. The 

first synonym are online risks, cyber risks, online threats and cyber 

threats; the second categories are online crimes and cybercrimes; the 

third categories are online attacks and cyber-attacks; the fourth 

categories are online-safety and cyber-safety; and lastly, the term 

Minors, is used to connote children and young people/adolescents. 

 

Literature Review 

 

Online risks have been explained by many researchers as a range of 

online activities that could cause harm to users of the Internet 

(livingstone, 2013; Machimbarrena et al., 2018; Alqahtani, 2016). While 

all users of the Internet are potential targets of attacks, the focus of 

this study is on Minors.   

 

Globally, researches have shown that there is steady increase in the 

use of the internet for people across all age brackets for different 

purposes Mitra (2020). According the scholar, the Internet now has 

people of ages between 2 to 65 years old as active users. Edwards 

(2021) also observe that children as young as 5 years old are now 

users of the internet either with or without supervisors. The increase in 

digital technological advancement in both hardware and software is 

one of the reasons responsible for this (Mitra, 2020).  

 

This trend is worrisome due to increasing incidences of cyber-attacks 

on children and young people all over the world. Moreno et al. 

(2013) report that, up to a third of youth in the United States (U.S) have 

suffered from one form of cyber-bullying or the other with some 

leading to various degrees of health challenges. Similarly, the National 

Centre for Missing and Exploited Children (NCMEC) in the United 

States reported a global rise in online child abuse cases from 2 million 

in March 2020 to about 4.2 million by April 2020 (Mitra, 2020). This 

according to the author was due to increase in online presence 

during covid-19 pandemic lockdown. 

 

Cybercrimes covers a broad range of issues. Some of the most 

prevalent cybercrimes targeted towards children and young people 

as seen from most of the literatures reviewed include cyber-bulling, 

sexting, sexual exploitations, pornography, identity theft, phishing, 

privacy violations, fraud, stalking, cyber grooming, unwanted 

solicitation, gambling, netiquette, and among others (Mitra, 2020; 

Machimbarrena et al., 2018; Alqahtani, 2016; Moreno et al., 2013). On 

the frequency of occurrence among the identified cybercrimes, 
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 cyber-bullying is reported to rank highest among cybercrimes from a 

global survey (Mitra, 2020;Siyam&Hussain;2021, Machimbarrena et al., 

2018). 

 

Cyber-attacks on children and young people are not always from 

adults. Alqahtani (2016) report that while it is commonly believed that 

cyber-attacks on young people are predominantly adults, incidences 

of cyber-bullying have also be to traced to include people of the 

same groups. Similarly, it is also important to emphasize that apart 

from cybercrimes targeted on users by some malicious persons, some 

online crimes are caused by users themselves, either through improper 

online behaviour (netiquette) or by deliberately indulging in activities 

such as gambling, gaming, pornography and the likes which often 

leads to addictions. In a study suggesting how users contribute to 

online attacks through improper behaviour, Moreno et al. 

(2013) reveals that“one-third of American adolescents had given their 

internet password to friends and one-fourth were unaware that 

content uploaded online cannot be permanently delete”. 

 

Researches have also shown that violent and other forms of improper 

online behaviours such as cyber bullying by young people could be 

“associated with poor family dynamics, as well as either too much or 

too little parental restrictions on technology use” (Chng, Li, Liau, 

&Khoo, 2015; Sasson & Mesch, 2014) as cited in Mark and Nguyen 

(2017). 

 

Cybercrimes pose serious danger to children and young people with 

some incidence resulting into irreversible damage to victims (Mitra, 

2020).For instance cyber-bullying can result into; anxiety, low self-

esteem, emotional distress, depression, mental health, suicide 

(Bullycide),frustration, rage, grief, among others (Zakuan & Saian, 

2022; Siyam & Hussain, 2021; Mitra, 2020; Mark,& Nguyen, 2017; 

Moreno et al., 2013). Other harmful effects of cybercrimes include 

sexual exploitations, kidnappings, initiations into cultism and drugs, 

addictions, gambling and many more. In other words, the negative 

impacts of cybercrimes are much. The severity of these impacts may 

vary from one individual to another (Zakuan & Saian, 2022) 

 

The most vulnerable groups of children and young people prone to 

cyber-attacks include, children of ages 2-10 years, girls, children of low 

income background, out of school children, children with disabilities, 

children with mental health condition, children from less educated 

communities, children under foster care, children from broken or 

abusive homes, children in correctional homes (Mitra, 2020) and 

children with learning disabilities (Alqahtani, 2016). Mascheroni 

andÓlafsson (2014) posit that “children from lower income families 
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 (13%) are twice as likely to go to an offline meeting with an online 

contact than children from wealthier homes (6%)”.  

 

With increasing technological advancement and more online 

engagement by young people, it is obvious that cybercrimes and its 

consequences will keep increasing to the detriment of all. Therefore, 

more efforts are required by all stakeholders in combating this 

menace. 

 

Causes and Sources of Cyber-attacks  

 

Researchers have identified two (2) major sources of online threats. 

The first is due to users and the other due to management or software 

providers (Chen &He, 2013). From the user’s angle, some researchers 

pointed out that online insecurity is mainly due to lack of inadequate 

knowledge of users’ on online safety issues and improper online 

behaviours (Mitra, 2020;Chen &He, 2013).  

 

Cybercriminals like other criminals are often very subtle in nature; and 

most often than not capitalises on the weakness and ignorance of 

their victims to attack them. Below are some avenues through which 

children and young people can expose themselves to online attacks: 

 

 Access to personal details: Alqahtani (2016) posits that one 

avenues predators uses to attack minors online is through their 

personal details (names, photos, home and school addresses, 

and the likes) which many of them often provides or displays 

on their webpages and other online platforms. Moreno et al. 

(2013) reported that many young people compromise their 

online safety by giving out their internet passwords to their 

friends. 

 

 Accepting online friendship: Accepting online friendship with 

people they have never met before in real life is another 

identified potential source of danger for young people using 

the internet (Alqahtani, 2016). Lenhart et al. (2015) cited in 

Alqahtani (2016) reported that about 57% of American young 

people had made online friends with people they never knew 

in real life before. They went further to say that about 20% 

have established physical contacts with such online friends. 

Newsbeat (2014) in Alqahtani (2016) also revealed that about 

a third of the United Kingdom (UK) youths have also physically 

met people they only got to know online. Establishing Physical 

contacts with virtual friends have resulted into ugly incidences 

such rape, assault and even death. An example was the 

murder of a Nigerian lady Cynthia Osokogu in 2012 by a 

Facebook friend in Lagos (Ezeamalu,2012).  
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 Viruses: Downloading anonymous files from and accessing 

unknown or untrusted sites could also expose online users to 

viruses, hacking and other forms of attacks (Alqahtani, 2016).  

 

 Lack of adequate digital skills: Another cause of online 

vulnerability may be due to ignorance and low technical or 

digital skills. Mitra (2020) posits that “low technical skills such as 

knowledge about privacy settings, filtering mechanisms, how 

to monitor security or recognise fake news – among children, 

young people, parents, and educators can increase the 

vulnerability of exposure to different kinds of risk”. 

On the other hand, cyber threats from the standpoint of the 

management centre on inadequate security features of e-learning 

software. Researchers argue that most e-learning providers are rather 

more concerned about the content of the software than the security 

of its users (Chen &He, 2013).  

 

Online Protection Measures 

 

Many studies proffering strategies and measures for protecting minors 

using of the Internet have been conducted (Mitra, 2020; Chen &He, 

2013). Chen and He, (2013) posits that the responsibility of online 

safety for children and young people lies on the users and the 

managers. It suffices to state here that different researchers have 

looked at online safety from different perspectives. Consequently, 

online safety approaches have also been presented from different 

angles. However, this study limits cyber safety consideration to 

children and young people using the internet basically for 

educational purpose. Some of the measures identified and discussed 

below include; digital/cyber security policies, digital education, 

national and international collaborations, technical measures, among 

others.  

 

 Cyber security policy: Cyber security policy is one of the 

identified measures of ensuring online safety for users (Mishra 

et al., 2022; Zakuan & Saian, 2022; Siyam & Hussain, 2021; 

Mitra, 2020). Mishra et al. (2022) posit that cyber security 

policies “refer to tools, regulations, rules, procedures, ideas, 

management techniques, and best practices”. These 

documents set rules and standards that regulate the 

implementation and ethical use of internet in schools with the 

sole aim of ensuring safety for users (Siyam&Hussain, 2021). 

While individual schools should have an operational cyber 

safety policies as in the case of some developed countries like 

the United states of America and the United Kingdom where it 
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 is mandatory by law (Chalmers et al.2016), a broad cyber 

security policies should be drawn by authorized government 

agencies of each country (Siyam & Hussain, 2021). Therefore 

having a well-defined digital security policies and procedures 

is as important as having technical solutions (Mishra et al., 

2022) 

 

 Online safety education: Online safety education is another 

identified measure that can enhance online protection for 

children and young people using the internet (Mitra, 

2020;Alqahtani, 2016;Farrukh, Sadwick, & Villasenor, 2014; 

Chen &He, 2013; Moreno et al., 2013). Ignorance and 

improper online behaviour increases the vulnerability of 

minors using the internet. For instance, Moreno et al. (2013) in 

their study reveal that “one-third of adolescents in the United 

States of America had given their internet password to friends 

and one-fourth were unaware that content uploaded online 

cannot be permanently deleted. Online safety education 

may help to prevent or reduce the negative impacts of 

cybercrimes (Moreno et al., 2013) 

 

Online safety education for children and teenagers should 

equip them with the knowledge of how to identify potential 

online risks and also to inculcate appropriate online 

behaviours (Farrukh, Sadwick, &Villasenor, 2014). In addition to 

detecting threats, students should also be able to know how 

to respond to each type of threat appropriately; for instance 

young people should be acquainted with “utilizing IP 

addresses to track and block problematic visitors, switching 

online user accounts if harassment begins” (Farrukh, Sadwick, 

&Villasenor, 2014) and other similar safety techniques.  Some 

advocates of online safety education believe that online 

education should begin at a young age. In a survey study 

among stakeholders conducted by Moreno et al.(2013), the 

average age as revealed by the survey appropriate for 

commencing internet safety education was 7.2 years. 

 

 Parental safety Measures: Researches have shown that 

Parents have major roles to play in the safety of their children 

(Mitra, 2020; Alqahtani, 2016;Chen &He, 2013; Moreno et al., 

2013). Mascheroni and Ólafsson (2014) report that children 

spend more time on the internet at home than in school. This 

makes it even more pertinent for parents to be involved in 

protecting their children against online attacks. There are a 

number of ways parents can provide online security; ranging 

from physical restrictions and supervisions to software 

restrictions and monitoring (Farrukh, Sadwick, &Villasenor, 
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 2014) and through education (Moreno, 2013). Unfortunately 

parents are said to be behind their children in digital expertise 

(Mitra, 2020;Alqahtani, 2016). It is therefore imperative for 

parents to also acquire sufficient digital skills to be able to 

provide the needed safety assistance and education to their 

children. 

 

 Collaborative safety measures: Cybercrime like any other 

crime can best be fought through collaboration between all 

the stake holders. Mitra (2020) posit that online safety through 

collaborative efforts is novel and most effective approach for 

protecting minors against cyber-attacks. Many researchers on 

the subject of online safety for minors are united that Internet 

safety should not be the responsibility of schools alone but 

requires a comprehensive partnership between schools, 

parents, users, communities and government (Mitra, 2020; 

Mark& Nguyen, 2017; Alqahtani, 2016). Collaboration could 

foster trainings, knowledge and information sharing. 

Collaboration could also aid in foiling anticipated attacks and 

ease of tracking a suspected attacker.  

 

 Technology safety measures: These include a wide range of 

technology enabled preventive devices and applications for 

combating cybercrimes. Examples include the use of antivirus 

software, use of security restriction features, monitoring 

features, and many more. 

 

 Personal safety Measures: The safety of students (especially 

teenagers) from online dangers depends to a large extent on 

the individual concerned. Some of the literatures reviewed in 

this study shows that young people directly or indirectly 

orchestrates their vulnerability to online attacks. For instance, 

in a study to ascertain the effectiveness of security restriction 

features on certain perceived harmful sites in a particular 

school in Greece, Lazarinis (2010) revealed that the security 

features were unable to effectively prevent students who 

simply bypassed the applied security restrictions to access 

sites of their choice. It is therefore the responsibility of the 

students to put to use all the online safety tips they have been 

taught. In addition, it is also incumbent on them to be truthful, 

transparent and obedient to parents, guardians and 

teachers. They should also adhere to all instructions and 

guidelines given by parents, their schools or local councils, on 

the use of the internet. 

 

 Precautionary measures: Online security like physical security, 

cannot be achieved by conventional means alone, 
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 individuals are still expected to take certain safety 

precautions to ensure more safety. The following are some 

precautions that could further enhance online safety for 

children and young people. Thus, parents, guardians  and 

teachers should ensure that their children, wards or students 

should: 

 minimize online presence especially when the child is 

alone; 

 minimize posting online their pictures, houses, Cars, 

vacations, etc; 

 avoid giving out their passwords to friends; 

 avoid giving out personal details such as home or 

school addresses, phone, emails and other details to 

unknown persons; 

 avoid chatting with unknown persons; 

 decline physical meetings with unknown online 

friends;  

 Use trusted educational sites like Khan Academy in 

engaging children  in online learning; 

 Use asynchronous learning more than synchronous 

learning for children and young people using the 

internet for e-learning purpose; etc. 

 

Conclusion 

 

This study reviewed literatures on online threats facing children and 

young people using the internet for educational and other 

recreational activities. Although cyber-attacks on children and young 

people have existed, the study found that these attacks increased 

greatly during the Covid-19 global lockdown as a result of increased 

online participations by many students globally (Zakuan&Saian, 2022; 

Mitra, 2020; Ahmad, 2020). The study also identified among other 

things some negative impact of cybercrimes on minors, some 

common causes and sources of attacks as well as some safety 

measures used in combating cyber-attacks.  

 

Some of the commonly cited cyber-safety measures include 

development and implementation of cyber policy documents, 

security restriction features, parental safety measures, collaborative 

safety measures, the use of antivirus, among others. These measures 

though very usefully (Lazarinis, 2010) but still have some weaknesses 

identified with some of them. For instance, exploring the impact of 

using legal approach to combat cybercrimes, Zakuan andSaian 

(2022) reveals that though legal means is currently the main instrument 

used for the prevention of cybercrime in most countries of the world, it 

has not been found to be effective in combating cyber-bullying.In 

their study of cyber-safety policies in the United Arab Emirates (UAE), 
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 Siyam andHussain (2021) reported that all the policy documents on 

cyber-safety failed to address other cybercrimes and safety issues 

expect cyber-bullying. 

 

In a study to ascertain the effectiveness of security restrictive features 

on certain perceived harmful sites in computer laboratories school in 

Greece, Lazarinis (2010) revealed that “the security features were 

unable to effectively prevent students who simple bypassed the 

applied security restrictions to access sites of their choice”.  Extensive 

studies on the role of parents in protecting their children against 

cybercrimes have also been carried by many researchers. While 

parents involvement are consider to be the most important and 

effective approach for combating cybercrime (Alqahtani, 2016; 

Moreno 2013), it was however reported that parents lack sufficient 

digital skills and knowledge to provide the needed supervision 

required to fully protect their children from online attacks (Alqahtani, 

2016; Mitra, 2020). 

 

In the light of the above, it is obvious that most of the conventionally 

identified measures of combating cybercrimes are not adequate to 

offer total protection to children and young people from cybercrimes. 

This call for additional precautionary and proactive approaches on 

the part of the stakeholders to minimizing cyber-attacks on minors as 

mentioned earlier in one of the sections above (online protection 

measures).  

 

Emphasis on collaborative online safety measure is gaining global 

acceptance as a very effective cyber safety approach for children 

and young people using the internet (Mitra, 2020).Alqahtani(2016) 

posits that parents, teachers, the student and the government have a 

lot of role to play in ensuring online safety of school children. This 

implies that online safety requires a lot of efforts and it is the collective 

responsibility of all stakeholders.Therefore, synergy between all the 

stakeholders is required in ensuring greater online safety for children 

and young people using the internet, especially as attention towards 

online learning is on the increase due to the menace of the covid-19 

pandemic and fear of similar dangers in future. 

 

It is important to state here that despite the weakness identified with 

some of the safety measure above, a combination of all or some of 

them are desirable in ensuring online safety for children and young 

people using the internet, with emphasis on collaborative efforts 

among all stakeholders.   

  

Lastly, from the literature reviewed, researches that addresses the issue 

of online safety, particularly during the covid-19 pandemic lockdown 

for school children learning online were mainly from the developed 
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 countries and the Gulf states with non from developing countries like 

Nigeria. Invariable there could be several cases of cybercrimes 

affecting young people from this clime without adequate attention 

from parents, teachers, government and scholars. This could be 

catastrophic for our nation if urgent attention is not paid to online 

safety for our children and young people as the demand for e-

learning and other internet based activities is fast increasing. 

 

 

Recommendations 

 

 Parents should acquire digital knowledge and skills on 

cybercrimes and cyber-safety adequate to provide the 

needed online safety to their kids; 

 Children and young people should be well educated on 

proper online behaviours (netiquette); 

 There should be more advocacies and researches on the 

activities of cybercrimes and its impact on e-learning in 

developing countries such as Nigeria;  

 Government and NGOs should create a website in Nigeria 

similar to Cyber Tiplineof the U.S where cyber exploitation or 

cyber-attacks on children should be reported. This will help 

the law enforcement agencies and other agencies to act 

promptly;   

 Government should ensure that every school have a legal 

cyber safety policy in place before commencing online 

learning in their schools as it obtained in in the U.S and the U.K; 

 There should be regular seminars/trainings/workshops on 

cyber-safety for students, school teachers, parents and 

communities to be organized by government, schools and 

non-governmental organizations; 

 Pre-programmed digital learning devices such as the Eko 

Excel initiative of the Lagos state government should be 

encouraged and pursued by the Federal& other state 

governments. 
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